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@ Methods and apparatus for making and using distributed applications. 

(5?) A client-server system for which applications 

programmers may easily write services and in FIG. 1 

which a relationship between a server and a 

service may be changed without halting the 
server. Both client and server have access to 
copies of code for the service. The code has two 
parts : a caller portion which requests a service 
and a callee portion which executes the service. 
State variables in the dient process and the 
server process determine which portion of the 
code is executed. This mechanism permits a 
server to forward execution of the service to 
another server. The code for the service is 
written using a template which relieves the 
applications programmer of the need to write 
specialized code. The server provides the client 
with a server namespace which is distinct from 
the server's system namespace. The client can 
locate a service by means of a service pathname 
in the system namespace. The server further 
provides the dient with namespace manipu- 
lation services which permit the dient to add 
services to and remove services from a server 
and otherwise to manipulate the server names- 
pace without halting the server. 
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in order to install the program in the namespace. 

The apparatus set forth in claim 2 further characterized by: 

a further process (131(b)). the further process having message receiving means like those in the 
other process; 

and wherein 

the other process has means (1023) responsive to the caller portion for sending a message (1019) 
to the further process requesting that the further process execute the program; and 

the means for receiving the message determines whether the callee portion is to be executed by 
the other process or the further process and causes the determination to indicate a callee process in the 
first case and a caller process in the second case. 

The apparatus set forth in claim 4 further characterized by: 

namespace means (133) accessible to the other process for relating a first name identifying the 
program either to a location of a copy of the program or to a second name identifying the further process; 
and 

the means for receiving the message determines whether the called portion is to be executed by 
the other process or the further process in response to the namespace means. 

The apparatus set forth in claim 2 further characterized in that 

the apparatus is implemented in a distributed computing system including a plurality of processing 
nodes (101); 

the process and the other process execute on different ones of the nodes; and 
the means for sending a message sends the message from the node upon which the process is 
executing to the node upon which the other process is executing. 

The apparatus set forth in any of claims 2. 4. or 5 further characterized in that 

the means responsive to execution of the caller portion includes means (1 023) for receiving a return 

message from the other process with results of execution of the program; and 

the means for receiving the message includes means (101 6) for sending the return message with 

the results to the process. 

The apparatus set forth in daim 7 further characterized in that 

the means for sending a message, the means for receiving a message, the means for sending a 
result message, and the means for receiving a return message are provided by remote procedure call 
means (1017). 

The apparatus set forth in claim 7 further characterized in that: 

the message and the return message employ a first representation of the data which is different 
from a second representation of the data employed in the computer system; 

the message includes an argument value; 

the return message returns a result value; 

the program further includes 

an argument converter portion (201) and 

a result converter portion (203); 

the means for sending a message and the means for receiving a message use the argument con- 
verter portion to convert argument values between the first representation and the second representation; 
and 

the means for sending a return message and the means for receiving the return message use the 
result converter portion to convert result values between the first representation and the second repre- 
sentation. 

A client-server system of the type wherein a server process (131) execu ting in a computer system provides 
a service for a client process (107), the dient-server system being characterized by: 

server name space means (133) employed by the server process to relate a name for the service 
to means (117) for providing the service, the name being part of a server namespace distinct from any 
system namespace provided to the server process by the computer system. 

service calling means (101 6) employed by the dient process to send a message to the server which 
indudes the name for the service; and 
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serv.ce dispatching means (1105) employed by the server process for responding to the name for 
the service in the message by employing the server name space means to locate the means for providing 
the service and thereupon to employ the means for providing the service to provide the service to the 

client. 

11. The client-server system set forth in daim 10 further characterized by: 

one or more namespace manipulation services (1201) which the server process provides to the 
client process and which the client process employs to manipulate the server namespace. 

12. The client-server system set forth in claim 11 further characterized by: 

a make service service (605) of the namespace manipulation services which relates a new name 
in the server namespace to means for providing a new service. 
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the node 1206 specified by the service pathname, and the information returned by the services is then ob- 
tained from the specified node. In the case of stat the information is always the node's type 805 and the setting 
of its mapped bit field 835 from node structure 801. If mapped bit field 835 indicates no mapping, the infor- 
mation further indudes the contents of access time field 837. create time field 839. and access control list 
field 841. If mapped bit field 835 indicates mapping, this information is obtained from the file which contains 
service code 117. setstat623 permits mapped bit field 835 and the contents of fields 837-841 to be set by a 
client 107. The arguments are the service path name for the node and the values to which the attributes are 
to be set. The function uses namei to locate, the node 1206 and then sets the relevant fields from the values. 

getservice 625 and putservice 627 permit service code 117 to benjploaded from a dient 107 to a server 
131 and downloaded from a server 131 to a dient 107. Uploading is done by putservice 627. which takes as 
its arguments a service path name for the service 116 and a buffer with service code 117. Server 1 31 performs 
the function by creating a file in its file system for service code 117 and creating a service node 1206 for the 
service 116 which specifies the file containing the uploaded service code 117. Downloading is done by get- 
service 625. which takes two arguments: the service path name for the service 116 and a buffer for service 
code 117. In server 131, getservice uses namei to locate service node 1209 for the service 116. uses the in- 
formation in service node 1209 to locate service code 117, and sends service code 117 back to dient 107. In 
client 107. the service code is moved from the buffer to a location in the system name space of dient 107 and 
is then dynamically linked to the code being executed by client 107. 

4.9 Applications of Servers 131: FIGS. 7 and 9 

Servers 131 may be used in a number of ways to solve problems of distributed systems. One such problem 
is fault tolerance. As shown in system 901 of FIG. 9. A server 131(a) can forward a request for a service to 
any of a number of servers 131(b..n). Consequently, server 131(a) can respond to a failure by one of the ser- 
vers 131(b..n) by using symlink 609 to change the agent node 1211 for the service so that the the request for 
the service is forwarded to a working server 131. 

Forwarding requests for services can also be used to balance loads among servers 131(b..n). Server 
131(a) need only keep track of how many requests have been forwarded to each of the servers 131(b..n) and 
change the agent node 1211 as required. Such load balandng may of course also be responsive to other in- 
formation such as the state of the systems in which servers 131 (b..n) operate or the time of day. In some em- 
bodiments, link info 823 can be a pointer to a scheduling function which determines which of the servers 
131(b..n) the service request is to be forwarded to. 

The fact that a service 1 1 6 is accessed by means of server namespace 1 33 also makes dynamic updating 
of services easy. Ail that need be done when a new copy of service code 1 1 7 for a service 116 becomes avail- 
able is use rmservice 605 to remove the old service 116 from server namespace 133 and then use either 
mkservice or putservice 627 to again place service 116 in server namespace 133. mkservice is used when 
client 107 and server 131 share a system name space and putservice is used when dient 107 and server 131 
belong to different system name spaces. Access by a dient 107 to a service node 1 209 which is being changed 
can be avoided by the use of one many locking mechanisms. 

One way of taking full advantage of the possibilities opened up by servers 131 and services 116 is to in- 
clude a super server in the distributed system FIG. 7 shows a distributed system 701 with a super server 703. 
Like an ordinary server 131. super server 703 has a file system 1 03(a) with service code 11 7(a..n) for a number 
of services. Super server 703 of course also has a server namespace 133 with nodes 1206 for the services, 
the difference between super server 703 and a server 131 is that super server 703 distributes services 116 
as well as executing them. 

One way in which such a super server 703 can be used is to distribute services 116 to dients 107. To re- 
ceive a service 1 1 6. the dient simply uses getservice 625 to get its copy of service code 1 1 7 for the service. 
Another way in which such a super server can be used is to distribute services 116 to other servers 1 31 . When 
super server 703 is being used this way. it responds to a request by dient 107 to execute a service 116 (j) 
whose code is induded in code 117(a..n) by downloading code 117(j) for the service 116 to a server 131(i) of 
servers 131 (0..m) (arrow 709) and setting server namespace 133 in super server 703 so that requests for 
service 116(j) are forwarded to server 131(i). The downloading is of course done using putservice 627. 

In another embodiment, super server 703 responds to a request for dient 1 07 for mkservice 605 for a ser- 
vice I16(i) by downloading service code 117(i) for service 116(i) to a server 131(k) in servers 131(0..m) and 
returning a handle 707 for service 116(i) in server 131(k) to dient 107. The handle is of course the name of 
server 1 31 (k) and the pathname of service 1 1 6(i) in server 1 31 (k)'s name space. Client 1 07 can then use handle 
707 to directly request server 131(k) to execute service 116(i). Super server 703*s choice of a server 131(k) 
can of course be made from the point of view of load balancing. Similarly, if server 131(k) fails, dient 107 need 
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only repeat the mkservice request to get a new server 131 

One area in which clients 107. servers 131, and services 116 can be used to particular advantaoe is the 

system. The components of the swrtchmg system often function as clients and servers for each other For ex 
ample, when a call us.ng an 800 number is made, the switching system must get the m^SS^'m^r 

rai~Tth^Th sponds h to r e 800 number from a data base - ^ ■■"**•** 

sad,entofthedatabase.wh l ch,saserverforthe800number.Anumberofpropertiesofdients107 served 

^Z^»1£T^ US , e : U ' *' n ^ te ' ePh0ne ^ ^ere is Z he ^fac ia a 

e ver 131 Th/n^ 1 T ,r ° m 3 S6rver 13Vs na ™ Without interrupting operation of 
e ve s ? rtler h! ^ ? ** ^ 3 " Umber 0f technio - ues for 'oad balancing among 

rnrip ii V k closeness of the relationship between a service 116 and the f i le system containing service 

answered by the answering machine from the switch. The owner of the answering machlTc^d Z I a eoS 

ZS^T" y T S T iCe ^ Pf0Vided 10 the anSWeri "9 machi " e a < a te ephone num er The 
telephone system could respond to the call by causing server 131 to download the service 116 to the answerino 
machme, wh.ch would then be able to perform the interaction defined by the service. 116tCtheanSVyenn9 

5 Conclusion 

The foregoing Detailed Description has disclosed to those of ordinary skill in the art how to make and use 
a dient-server system which embodies the principles of the inventions claimed herein. While to MM Z 

IZ ZZ JST* 01 imP ' emen,in9 ,h0Se PnnCiP ' eS k — * the tenS o er fr 6 : 

*MartZ,eZ^T ate r Sltie - ^ inS,anCe • ° th6r im P^«ons. communications between 
client and server may employ mechanisms other than the remote procedure call Similarly in other imoi em . n 
tahons the server namespace may be flat instead of hierarchical ^l^^SX^Z 
^yno-ndude the argument andresult convenor ^WMh^eo^F^.ih«.m^lJJSS; 
where services are dynamically linked to clients or statically linked to servers. a PP .,cai,ons 



Claims 
1. 



Apparatus for dividing execution of a program (11 7) between a caller process and a callee process running 
in a computer system, the apparatus being characterized by: 9 

processT^^ 
in the program, 
a caller portion (210) 
a callee portion (213). and 

bv th. 1™*? ° 9 P °H ti0n i2 °! ] f ° f Se ' eCtin9 6ither the Ca " er P0rtion or the Portion for execution 
by the process according to the determination. 

The apparatus set forth in daim 1 further characterized by: 
another process (1 31(a)); 

Mmc» meanS 1***°™"° to execution °' ,he ca,ler P^ion °Y the process (107) for sending a message 
(1019) requesting that the other process execute the program: 

th^fT <1105) •** ° thef Pr0CeSS forreceivina tne message, making the determination in response 
thereto, and commencing execution of the selecting portion of the program 

whereby the other process is able to execute the program as either a caller process or a callee process. 
The apparatus set forth in daim 2 further characterized in that 

Dr^ram^L^ 6 ^ t0 namespace < 133 > 'or relating a first name identifying the 

program to a location of a copy of the program; and 

the program further indudes an initialization portion (205) which is executed by the other process 
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of nodes 1206: directory nodes 1207. which represent directories in server namespace 133. service nodes 
1209, which represent services 116 which are executed by this server 131. and agent nodes 1211. which rep- 
resent services 116 which are executed by other servers 131 for this server 131. FIG. 8 shows how nodes 
1206 are implemented: each node has two parts: a node structure 801. which represents the node itself, and 
context structure 803. which represents either the directory or the service 116 represented by node 1206. FIG. 
8 also has a detail of node structure 801: it contains name 804. which is the name in server namespace 133 
represented by node 1206. attributes 833. which indicates attributes of the node, parent pointer 807, which 
points to the parent of node 1206 in hierarchy representation 1212. and cont_ptr 809. which points to context 
structure 803 for the node. 

The attributes indude the node 1206's type in field 805. and in the case of service nodes 1209. they also 
include mapped bit field 835. which indicates whether the service node is mapped to a file containing service 
code 117. and if the node is not mapped, file attributes for service code 117. The file attributes include the 
last time service code 117 was accessed by server 131. in field 837. the time the file containing service code 
1 1 7 was created, in field 839. and an access control list in field 841 . The access control list is a list of the users 
allowed to access the service. 

The contents of a context structure 803 for a service are shown at 81 1 . The first three fields are set when 
service code 117 is loaded into the memory of system 101 upon which server 131 is running. func_ptr 813 is 
a pointer to function code 207 for the service; in_dec_ptr 815 is a pointer to argument converter 201 and 
out_dec_ptr is a pointer to result converter 203. SL path 819 is the system path name of service code 117 in 
file system 103. The system path name is used by service linker 1205 to locate service code 117 in file system 
103. SLJiandle 821 is the value returned by file system 103 when service linker 1205 opens service code 
117. Linkjnfo 823. finally is used when node 1206 represents an agent 1211. In that case. Linkjnfo 823 con- 
tains a service path name for service 116 in server 13V which is to provide the service 116. 

The contents of a context structure 603 for a directory are shown at 825. The first field, map _path 827. 
is used to map a directory name in server namespace 133 to a directory name in file system 103. When this 
has been done, server 131 automatically adds services 116 with service code 117 in the mapped directory to 
its server namespace 133. The field contains the system path name in file system 103 of the directory which 
corresponds to the directory in server namespace 133 to which context structure 803 belongs. The remainder 
of the fields in context structure 827 are pointers to the nodes 1206 which represent the services or directories 
in the directory represented by dir_struc 825. There is a node_ptr 831 for each service or directory, and the 
list of pointers makes up node_ptr_list 829. 

4.8.2 Details of Namespace Primitives 1203 

The primitive operations in server namespace 133 fall into two classes: locating a node 1206 when given the 
path name for the entity represented by the node and adding and removing nodes 1206 in hierarchy represen- 
tation 1212. 

The primitive for locating a node is namei. nameitakes a pathname in server namespace 133 as as an 
argument and returns a pointer to node 1206 which represents the pathname. The function begins at the root 
of hierarchy representation 1 212 and works down the pathname and hierarchy representation 1212 a compo- 
nent at a time. If namei either runs out of names in the pathname or runs out of nodes in representation 1212. 
or finds a service node 1209 or an agent node 1211, it returns the pointer to the current node 1206 and any 
remainder of the pathname. 

The primitive which adds a node is called creatnode. Its arguments include the type of the node and in- 
formation required to fill in the relevant fields of node structure 801 and context structure 803. The primitive 
creates a node structure 801. fills in fields 804. 833, and 807, creates the proper type of context structure 
803. fills in fields of the context structure as required by the node type, and fills in field 809 of node structure 
801. The primitive which removes a node simply unlinks node structure 801 from hierarchical representation 
1212, updating node_ptr_list 829 in the parent of the removed node 1206 as required. 

4.8.3 Using the Primitives 

The primitives are used to execute a service 116 and to perform namespace services 1201. As previously de- 
scribed, executing a service is carried out in server 131 by dispatch1105. a component of cailee stub 1103. 
dispatch receives a message with a serviced path in name space 133 and uses the function FindService to 
find the service. FindService uses namei to move down hierarchical representation 1212 until it reaches a leaf 
node. 

What happens then depends on the node type. If the leaf node is a service node 1206 or a an agent node 
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827 P>!ds» s,m P ,v <"* **• * dispatch. If the node is a directory node and has a map path 
2£ * ? remai " der0f tne patnname t0 a fu "« io " -Nd DLService. which used map path 
827 to find a directory .n f.le system 103 and then uses the rest of the path name to locate service code 117 

205. which ,n turn executes creatnode to create the necessary nodes in hierarchy representation 1 212 for ser- 
vice 116. Thereupon. «t returns the service node 1209 for the service 116 to dispatch. In all other cases. Find- 
Service returns a value which indicates failure. 

, !! ?,n! e ^ Vi ! e ' ndiCateS failUre ' diSPatCh S6ndS 3 m6SSa9e 10 the ^ indicati "9 that the service was not 
found. 206. Otherwise. d.spatch begins providing service 116. First it uses in_dec ptr 815 in services true 
811 for the node 1 206 to locate argument converter 201 in service code 117 and decode the argument for the 
service What d.spatch then does depends on the contents of node 1206; if node 1 206 is an agent node 1 211 

T P l ,H!Z* m * 1 11 10 indiCat8 Ca " er a " d MtS the handle for lne service t0 b « ca"ed from link info field 823* 
f node 1206 .s a serv,ce node 1209. dispatch1105 sets me 111 to indicate callee. In both cases, dispatch 1105 

TJ^ "T I , 5 inV ° ke ,UnCti ° n 207 ' ^ the ,unction ' s ma ^ bit 835 is s * *• '"vocation is 
preceded by a check of the access control list of service code 117; otherwise, the check is made on access 
control list 841 ,n node structure 801 for the service 116. On return from the invocation, dispatch 1105 uses 
out.dec jtr to locate result converter 203 in service code 11 7 and encode the results of the execution of the 
service. The encoded result is then returned to the caller. 

The namespace primitives are also used by namespace services 1201. FIG. 6 is a list of those services 
3 Pr XT, d emb ° diment m * the ""P* 0 " ° f null 621 . each of the services 602 either reads or alters a 
node 1206. In a preferred embodiment directory nodes 1207 are added by mkdir service 671 . mkdir 67 1 takes 
the pathname m name space 133 of the new directory as an anjument After namei has located the already- 
ex.st.ng part of the pathname, creatnode simply makes node structure 801 and dir struc 825 for the new di- 

r !2°7;« S f l S "!!/ ie ' dS n0d8 StfUCtUre 801 38 required for tne new director y. a pointer to the new 

nod. 1206 to node_ptr_list 829 in the node 1206 which is the parent of the directory being created, rmdir takes 
the pathname of the node to be removed as an argument At the time of the removal, the directory node 1207 
may not have any children. The remove primitive simply unlinks the specified node 1207 and updates 
node_ptr_hst 829 in the parent node of the deleted node accordingly. 

The mkservice service 605 adds a service node 1209 to hierarchy representation 1212. The arguments 
for mkserv.ee are the service pathname of the new service in server namespace 1 33 and the system pathname 

on? k 6 ? n T m9 SerViCS COde 117 i0 fMe SyStem 103 - mkservice uses " a ™ to locate the directory node 
207 which .s the parent of service node 1209 for the service 116 to be added. Once the proper directory node 
1207 has been located, mkservice uses the dlopen primitive provided by service linker 1205 to open service 
code 1 17 and uses-another primitive, dlsym. provided by service linker 1205. to execute init portion 205 of ser- 

, l^Trl I p e n a a r9Ume " tS ° f mkservice - ,nit P° rtion 205 in turn uses creatnode to create the new node 
and fill n fields 804-809 in node structure 801 and service.struc 811. Aservice node 1209 is removed by the 
rmserv,ce 507 service, which employs the removal primitive substantially as set forth above for directories 

The symlink service 609 changes a service node 1209 to an agent node 1 211 . The arguments are the ser- 
vice pathname of the service 1 16 in the present server 133"s server namespace 133 and the service pathname 
o he serv.ee 116 .n the server namespace 133 of the new server 133'. symlink uses the service pathname 
of the serv.ee ,n the present server with namei to obtain a pointer to the service node 1209 and then changes 

* * P * °l "I 6 1209 10 UNK 3nd P ' aCeS tne Service P athname °' tne in the new server 

133 ,n |,nk .nfo field 823 of service.struc 811. The unsymlink service 611 changes an agent node 1211 back 
into a service node. The service takes as its argument the pathname for the agent node 1211 in server 133 
it uses name, to locate the node and then resets the node"s type to SERVICE 

The bind and map services 61 3 and 61 5 establish relationships between nodes 1206 and parts of the sys- 
tem name space of system 101 upon which server 131 runs, bind 613 takes as its argument a service pathname 
m server namespace 1 33. It 61 3 uses namei and the service pathname to locate the node 1209 for the service 
It then sets mapped bit 835 to indicate that the service 1 16 has been bound to the file containing service code 
117. Mapped bit 835 can be reset by setstat as described below. 

7 h M a M efViCe 615 mapS 3 direCt0fy n0de 1207 in nierarcnv ^presentation 1212 onto a directory in file 
system 103. The arguments for map are the service pathname for directory node 1207 and the system path- 
name for the directory in file system 103 which is to be bound to directory node 1207. The service uses namei 
to locate the directory node 1207 and then writes the system pathname for the directory in file system 103 
into map _path field 827. 7 7 

The stat and dir namespace services 602 return information about a service 116 or a directory stat 602 
returns the attributes of service 116. dir returns a list of the contents of a directory in server namespace 133 
Both serwees take a service pathname as an argument. Both use namei and the service pathname to locate 

14 
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code contains an invocation 211 of ServiceCall 1016. The invocation specifies service pathname 116. which, 
as previously indicated, includes the system 101 upon which server 131 executes, the name of server 131 and 
the pathname of service 116 in server 131's namespace, arguments 1003 forthe service 116. and buffer 1004 
for the results of the execution of the service by the server. For example, if the system name is condor and 
the server name is dscs and the pathname in dscs's server namespace 133 /bin/cp. the service pathname 
will be /condor/dscs/bin/cp. 

Service call 1016 places the arguments for service 116 in Args 1003. uses the server name in the path- 
name to find the network address for the server in server list 1 1 8. and then invokes remote procedure call 1 01 7. 
The invocation specifies as arguments the network address, the pathname for the service in the server name- 
space 1 33. arguments 1 003. buffer 1 004 for the result argument converter 201 . and result converter 203. Re- 
mote procedure call 1017 uses argument converter 201 to put the arguments for service 116 into the proper 
form for the communications system, then makes a call message addressed to server 131 which contains the 
service path name and the encoded arguments, and finally sends the call message 1019 to server 131. 

When server 131 is done executing callee code 213. it sends a return message 1021 to RPC 1017 which 
contains the results. RPC 1017 uses result converter 203 to decode the results, places the decoded results 
in results buffer 1004. and returns to ServiceCall. which in turn returns to caller portion 210 of service function 
207. Execution of caller portion 210 is then completed. Typically, completion of execution of caller portion 210 
involves returning the contents of results buffer 1004 to the execution which invoked service function 207. 

4.6 Implementation of Server 131: FIG. 11 

Fig. 11 shows details of those parts of the implementation of server 1 31 which are directly involved in the exe- 
cution of a service 116. Server 131 has its own copy of service code 117 forthe service 116 and additionally 
includes a caller stub 1023 with the same components as caller stub 1023 in client 107. Caller stub 1023 and 
the other components of server 131 which are directly involved in the execution of service 116 together make 
up callee stub 1 103. The most important additional component of callee stub 1103 is dispatch 11 05. object code 
for a function which responds to a call message 1019 from a client 107 by executing service function 207 for 
the service 116 specified in the call message. 

Continuing with a more detailed description of the implementation of server 131. the call message 1019 
received in dispatch 1105 specifies the service pathname in server namespace 133 of service code 117. dis- 
patch 1105 invokes a function. FindService. in server namespace 133. which takes the service pathname 1117 
for the service and returns information 1119 specifying where the service is to be provided. Next, dispatch 
1105 invokes decode function 1109. which takes the message and a pointer to argument converter 203 and 
decodes the arguments in the message and places them in Args 1115. Thereupon. dtspatch1105 determines 
whether information 119 specifies that the service is to be provided by server 131 or another server 13V. In 
the latter case, the information includes a link pathname for the service which specifies the service pathname 
for the service 115 in server namespace 133' belonging to server 13V. When the service 116 is to be provided 
by server 131. dispatch 1105 sets state variable ME 1111 to specify a callee; otherwise dispatch 1105 sets 
state variable ME 111 to specify a caller. Thereupon, dispatch 1105 invokes service function 207 with the ar- 
guments in Args 1115 and a service pathname, as shown by arrow 1121. If the service 116 is to be provided 
in server 131. the service pathname is the pathname for the service 116 in server 13Vs server namespace 
1 33; if it is to be provided in server 1 3 V, it is the pathname for the service 1 1 6 in server 1 31 "s server namespace 
133'. 

As described in the discussion of client 107. whether caller portion 210 or callee portion 213 of service 
function 207 is executed depends on the value returned by IsCaller 1005 of caller stub 1023. which in turn 
depends of the value of ME 1111. Thus, if service location 1119 specifies a location on another server 131*. 
dispatch 1105 has set ME 1111 to indicate a caller, and caller portion 210 is executed with service location 
1119 and arguments 1115 as arguments for ServiceCall 1016. The invocation of ServiceCall1016 proceeds 
exactly as described for client 107. except that the results which ServiceCall 1016 receives from RPC 1017 
are placed in results buffer 1113 and that the function which resumes execution on return from caller portion 
210 is dispatch 1105. as shown by arrow 1123. 

If information 1119 specifies that server 131 is to provide the service 116. dispatch 1105 has set ME 1111 
to indicate a callee. IsCaller so indicates, and callee portion 213, which contains the code which performs the 
actual function forthe service, is executed using the contents of Args 113. The result of the execution is placed 
in Results 1113. and the return is to dispatch 1105. Regardless of whether caller portion 210 or callee portion 
213 was executed, dispatch 1105 uses results converter 205 to encode results 113 and sends the encoded 
results in a return message 1021 to the source of the remote procedure call, which may be a client 107 or an- 
other server 131. 
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4.7 Calling and Forwarding a Service 116: FIGS. 4 and 5 

eltX'iTro^f.h 107 T S6rVer V 31 C °° Perate t0 6XeCUte 3 Service 116 fer a P^ram 
executed by client 107. FIG. 4 shows the case in which server 131 specified in client 10Ts server list 118 itself 

m io? S 6 * S f C ° de 213 " C ' ient 107 and server 131 have dup,ica * «^cS. m 
in d*nt 107. IsCaller always returns a value indicating that service code 117 is being executed by a caller 

Thus when user program 401 invokes service function 207 in service code 11 7. caller ^^oVseTvice 

' --Tv^ 

consequently, called stub 1103 sets ME variable 1111 to indite i ee- Then ca^stub 03 se"r 

sequen ly. callee portion 213 is executed. When the execution of callee portion 213 is finished callee stub 
2 3 a! « X I'" 1221 10 Ca " er StUb 1023 ' *** executes fining part of caS portion 

12^e^^^ 

list Xf^ZZ^in*? T SCrVer 131(i)> Which is ,he ^ver listed in client 107's server 

lis 118. and server 1310). wh.ch ,s hsted in server 131(i)'s server namespace 133 as the server uoon which 

SLT" ^r^ 207 iS t0 6XeCUted - C,tent 107 produces ca » — ge 0% as p^y ^ 
cribed. now callee stub 1103 in server 131(i) determines from server namespace 133 that for servict 

l16.server131(,),sanagentforserver13ia).that,s.thatservice116istobeexecu^b y ^ 

sequen ly callee stub 1103 sets ME variable 1111 to indicate -caller" and when called ub l^oTexecutes se^ 

ver 131(0-s copy of service code 117. IsCaller indicates "caller" and ft is caller portion 21 of ^servTce coSe 117 

2 w n ,c i :z*<^? d tji? 0 ''" dudes r . c * r stub 1023 and a servfee ,ist 118 - a " d w^tc 

rl Ain P 210, tHe reSU,t iS 3 TOSsa 9 e 1019 for se ™<* to server 131<i). Since 

sever 1310)s server namespace 133 indicates that server131(j) is toexecute service 116 server 1310) ex" 

SSS^T aS , deSCdbed 3b0Ve: SefVer 131(i) ,he " re,UrnS return message 1023 ^ ?" 
wh.ch executes the remainder of caller portion 210. That in turn results in callee stub 1103 of server 131( i 

TSS^ZT T„ to c,lent 107, which in ,urn provides ,he re,urned results ?i^2S 

user program 401 wh.ch mvoked service 116. Of course, server 1310) may also be an agent in which case 

e e S "h 0 IS* T on 213 J S forwarded 10 yet ano,her sefver 131 < k >- There * 

toe length of the chain of agents: however, in a preferred embodiment, the call message from client 107 in- 
cludes a value wh.ch limits the number of times the execution can be forwarded, and thus prevents a request 
for a serv.ce 116 from being forwarded around a loopof servers^. ™! ■ prevents a request 

4.8 Implementation of Server Namespace 133: FIG. 12 '4 

ImUlnSJT 3n ° VSrVieW ° f ,hG imp,ementation of server namespace 133 fora server 131 in a preferred 
embodiment Server namespace 133 maps service pathnames onto location information 1119 for servlceV 
There are three possible kinds of location information. If the service 116 is to be provided by - the servT^" 

ooSh n J bS 3 10 3 "» °< ""ice code 117 in the memo y of system 10 1 

upon which server 131 ,s runn.ng or the system path name of a file containing service code 117 in fHe system 

1 SefV,Ce , T, " ame SCrViCe 116 in ,hat SefVer 131 " S ^'ver namespace 133'. Consequently asThow^ 
by the arrow labelled 1117.1119. dispatch 1105 in callee stub 1103 can use server namespace S'to res^ 
serv.ce path names 1117 into service location information 1119. 

hierJ^rT" 6 "' 3 1 " rVer namespace 1 33 include hi «ra«="y representation 1212. which represents the 
hierarchy of names making up server namespace 133. namespace primitives 1203. which operate on hierarchv 

103 and the names spec.fied in h,erarchy representation 1212. and namespace services 1201. which is a set 

s rce V ; C 33 T he 1 31 Pr ° VideS t0 itS diem 5 1 07 30 ,hat the dients 1 07 « ma "'P^ — er nam* 

I™ 1202 V,CeS nameSpaCe primitives 1203 to P crf °™ actual manipulations, as shown by 

4.8.1 Hierarchy Representation 1212: FIGS. 12 and 8 

Continuing in more detail with hierarchy representation 1212. representation 1212 is a tree with three kinds 
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int* cp(argp ( objp) 

struct InArguaent *argp; 
char *objp; 

static int res; 
iat rfd; 
int wf d ; 
int length; 
char buf[l024]; 



20 it (IsCallerO) 

{ 

if (ServiceCalKobjp, argp, 4res) l-SUCCESS) 
25 return (NULL); 

else 

return (Ares) ; 

30 
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if ((rfd = open (argp->f rem, O.RDDNLY)) < 0 || 

(vfd = open(argp->to ( O.CREAT I O.WRONLY, 0600)) < 0) 



+ 



res = erno; 
return (ires); 

> 



+ 
+ 
+ 



while ((length - read (rfd, buf, 1024)) > 0)) 
write (vfd. buf, length); 



+ close(rfd); 
25 + close (wfd); 



res = 0; 
return (Ares) ; 



Service code 117 for service 116 is then created by compiling and linking the service function. XDR func- 
tions, and the initial function as previously described. 

4.5 Implementation of Client 107: FIG. 10 

As previously explained, both client 107 and server 131 have a copy of service code 117 and service function 
portion 207 of service code 117 has caller code which is executed by dient 107. Client 107 in a preferred em- 
bodiment executes object code for an applications program which uses the service implemented by service 
code 1 1 7. Linked to the object code for the applications program are service code 1 1 7. object code for the IsCal- 
ler() funct.cn 209. object code for the ServiceCall function, and object code for a system-provided remote pro- 
cedure call. FIG. 10 shows the relationships between the parts of service code 117 and the other components 
of cl.ent 107. IsCaller 1005 is the object code for lsCaller() function 209; the value it returns is kept in state 
variable ME 1007. In client 107. ME 1007 always indicates a callee. ServiceCall 1016 is the object code for 
ServiceCall function 211: data used by ServiceCall 1016 includes Args 1003. the actual arguments specified 
in the invocation of ServiceCall 1016. Results 1004. a buffer which holds the results of the execution of the 
service 116. and server list 118. which contains server name 1013 for each server accessible to client 107 
and server location 1015 for the server. Server location 1015 is a network address for the server in commu- 
nications system 105. Remote procedure call 1017. finally, is the remote procedure call 1017 provided by the 
operating system under which client 107 is executing. Remote procedure call 1017 sends call messages 1019 
to servers 131 and receives return messages 1021 from those servers. IsCaller function 1005. ServiceCall 
function 1016. and remote procedure call 1 0 1 7 together make up caller stub 1 023 of client 1 07. As will be seen 
in more detail below, servers 131 also have caller stubs 1023. 

Operation of client 107 is as follows: A program being executed by dient 107 invokes the service using 
the function name and arguments specified in server interface specification 303; the result of the invocation 
is the execution of the code in service function 207. Since dient 107 is executing service function 207 IsCaller 
indeates that the caller is executing the service function, and the code in caller portion 210 is executed. Trial 

10 
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bool.t XdrlnArgumentO; /• XDR Function for input: IaArgument •/ 
bool.t XdrlntO; /* XDR Function for output: int •/ 

int init (pathname) 
char *pathnaae 

caddr.t cp(); /♦ service function */ 

int init (pathname) 



< 



if (creatnode (pathname, SERVICE, cp, XdrlnArgument . Xdrlat)) 
return (0) ; 

else 

return (-1); 



25 



30 



This function is invoked by server 131 when the service 116is linked by server 131. It calls a function, crea- 
tnode(), which puts the name cp into server namespace 133. As will be explained in more detail later, each 
name in namespace 133 is represented by a node, and creatnodeO creates such nodes. The function takes 
five arguments: the part of the service pathname following the server name, the type (SERVICE, LINK, or DI- 
RECTORY) of the node, a function pointer to function code 207, a function pointer to argument converter 201 . 
and a function pointer to result converter 203. 
Template 309 for cp() looks like this: 



35 



40 



-is 



so 



55 



7 



EP 0 625 750 A2 

int* cpCargp, objp) 

struct InArgument *argp; 
char *objp; 



{ 



10 



static int res; 



if (IsCallerQ) 
15 * { 

* it (ServiceCall(objp, argp, ftres) ! -SUCCESS) 

* return (NULL) ; 
20 * else 

* return (Ares) ; 
> 



25 



30 



/* implement the service here*/ 
retura(Ares) ; 



> 



As previously indicated, service function 207 includes two parts: caller code 210 and callee code 213. Each 
of the parts is a branch of an if statement, and as can be seen above, the value returned by the function IsCal- 

35 ler() indicates which branch is executed. The value returned by that function indicates whether service function 
207 is being invoked by a caller-or callee and also determines whether caller code 210 or cailee code 213 is 
executed. In the template, the code marked by * in the left margin is caller code 210; callee code 213 remains 
to be implemented at the point indicated by the comment, r implement the service here"/. Caller code 210 
contains ServiceCall function 210. which actually invokes the service 207 on a server 131. 

40 As can be~seen from the above, the template makes implementing a service function 207 as easy as im- 

plementing any other function. The fully-implemented service function 207 looks like this (lines beginning with 
*+" are the callee code 213 which has been added to the template): 



45 
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20 



to or removed from server 131 without interruption of operation of server 131. In other embodiments, service 
code 117 used by client 107 may also be dynamically linked. 

FIG. 2 shows details of service code 117; in a preferred embodiment, it has 6 parts: 

♦ Argument converter 201 is code for encoding the arguments for the service 116 into a form suitable for 
5 use by communications system 1 05 and decoding the arguments as received from communications sys- 
tem 105 into a form suitable for use by client 107 or service 131; 

• Result converter 203 is code which does the same for the results of the execution of service 116. 

♦ Inrt 205 is code which is executed when service code 117 is installed in a server 131; 

• Function 207 is code for the function performed by the service 116 implemented in service code 117; 
io it includes two subparts: 

- Caller code 210. which is executed by a client 107 or a server 131 which is calling a server 131; and 

- Callee code 213. which is executed by server 131 which actually provides the service. 
Converters 201 and 203 are necessary because the networks used in modern distributed systems typically 
represent data as a stream of bytes. Consequently, the arguments for the service 116 and the results from 
the service 116 must be translated between the forms which are required in the systems in which service 116 
executes and the forms required by the network. In the preferred embodiment the code for argument converter 
201 , result converter 203. and intt 205 is provided automatically when service code 1 1 7 is generated; the person 
writing service code 117 need only supply the code in function 207. 

Caller and callee code are written in a preferred embodiment as branches of an if statement The function 
used in the if statement lsCaller() 209, is a special function used to implement system 102. It returns one value 
if service code 11 7 is being executed by a caller and another if service code 117 is being executed by a callee. 
In the case of execution by a client 107. the function always returns the caller value; in the case of a server 
131. the function returns the callee value unless the server is forwarding the service request in that case, it 
returns the caller value. 



15 



25 



4.3 Writing Service Code 117: FIG. 3 

FIG. 3 shows how Service Code 117 is written in a preferred embodiment There are four steps: 
20 • Specifying Service Interface 

The preferred embodiment employs an extension of a remote procedure language used in Sun computer 
systems to specify the service interface. The specification defines data structures of input arguments and 
output results in a C-like syntax. It also declares a service function with the syntax: 
3S "service" type-specifier identifier type-specifiers ")";• 

where "service" is a keyword, the first 'type-specifier- specifies the type of the value returned by the service 
function, the "identifier- specifies the name of the function and the "type-specifiers* in parentheses specify 
tne types of the function's arguments. 

•to • Generating RPC Stub and a Service Template 

Service code 117 is written using a service compiler, called ServiceGen 303. which takes a service inter- 
face as input (i.e.. spec.x 305. and generates three outputs: XDR routines (i.e.. the file xdr.c 307). which are 
argument converter 201 and result converter 203 in a preferred embodiment a template (i.e.. the file templates 
« 309) which a programmer can edit to implement the service function; and an initial function (i.e.. the file initc 
311) which contains code used when the service code 117 is installed in a server 131. 

♦ Implementing the Service Function 

» application programmers implement the service function by editing (313) template 309 to produce the code 

for the service function service.c 315. 



• Creating a Service Library 

Service code 117 is generated by compiling and linking service function 315. which becomes function 207. 
xdr routines 307. which become argument converter 201 and result converter 203. and initial function 31l! 
which becomes init code 205. Switches on the compiler permit compilation of service code 117 in forms which 
permit its incorporation into the server or client program at link time, at system initialization time, and at run 

5 
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time. 

It should be emphasized that only the steps of specifying the service interface and implementing the ser- 
vice function are actually carried out by the applications programmer the XDR routines 307, the template 309, 
and the initial function are all provided automatically by ServiceGen 305. Consequently, the applications pro- 
grammer need only understand the service function being implemented in order to write service code 117. 

In other embodiments, there may be no template 309. Instead, the applications programmer provides code 
for service function 315 which includes the service specification 303 to ServiceGen 305, which then generates 
the XDR routines 307 and the init routine 311 and provides the service specification 303, the XDR routines 
307, and the init routine 311 to the compiler. 

4.4 Example of Implementing Service Code 117 

The following example will show how service implementation system 301 may be used to implement a service 
cp() which operates in server 131 and copies a source file accessible to server 131 to a destination file ac- 
cessible to the server. The service takes two arguments, a pathname for the source file and another pathname 
for the destination file. The result returned by the cp() function is an integer, with the value 0 if the execution 
successes otherwise a system error number (e.g.. errno in UNIX). 
The service interface for cp() is the following. 

struct InArguaent 
{ 

char froa[l28]; 
char to [128]; 

>; 

(a). service iat cp(InArgumeat) ; 

The interface includes a declaration for the input argument, i.e.. Struct InArgument, and a declaration for the 
service function, i.e., the line (a). 

ServiceGen then automatically generates generates XDR routines 307. initial function 311. and template 
309 for the service. Initial function 311 for the service cp() looks like: 
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2 Summary of the Invention 

The invention provides users of computer systems with techniques for implementing client-server systems 
which offer the fallowing advantages: 
5 ♦ it is as easy to implement a service as it is to implement a function in a standard programming language; 

• it is as easy for a client to specify a service in a server as it is for the dient to specify a program in the 
dient's own namespace; 

• the dient may add services to and delete them from the server and otherwise manipulate the server's 
namespace; 

10 • services may be added to or removed from a server without interrupting operation of the server and 

• a server may either provide a service itself or forward the service to another server. 

Other objects and advantages of the apparatus and methods disdosed herein will be apparent to those 
of ordinary skill in the art upon perusal of the following Drawing and Detailed Description, wherein: 

15 3 Brief Description of the Drawing 

FIG. 1 is a diagram of a system of dients and servers which employs the techniques disdosed herein; 
FIG. 2 shows code for a service; 
FIG. 3 shows how code for a service is produced; 
20 FIG. 4 shows how a service is called; 

FIG. 5 shows how a service is forwarded; 

FIG. 6 shows predefined services provided by a server 

FIG. 7 shows a super server 

FIG. 8 shows the data structure used to define a server's namespace; 
25 FIG. 9 shows how a server can be used to achieve fault tolerance; 
FIG. 10 shows details of a dient; 
FIG. 11 is a first detailed diagram of a server and 
FIG. 12 is a second detailed diagram of a server. 

Reference numbers in the Drawing have two parts: the two least-significant digits are the number of an 
30 item in a figure; the remaining digits are the number of the figure in which the item first appears. Thus, an item 
with the reference number 201 first appears in FIG. 2. 

4 Detailed Description of a Preferred Embodiment 

35 The following Detailed Description begins with an overview of a system in which a presently-preferred embodi- 
ment of the invention is employed, continues with an overview of the dient and server, then provides details 
of how services are implemented, of how a server namespace is implemented, and of how server namespace 
operations are implemented, and finally describes a number of applications of the preferred embodiment. 

i 

-to 4.1 System Overview: FIG. 1 

FIG. 1 provides an overview of a preferred embodiment Distributed system 102 is made up of a number of 
computer systems 101(a,bx,and d) are connected by communications system 105. Each computer system 101 
has a processor upon which one or more processes may be executed and a file system 103 in which files con- 

->5 taining programs and data may be stored for use by the processes. When a process running on a system 101 
wishes to access a file in file system 103, it uses a name for the file in 101*s system name space. There are 
four processes shown in FIG. 1 0, a dient process 1 07 and server processes 1 31 (a,b, and c) (henceforth, simply 
client 1 07 and server 1 31 ). In FIG. 10. the dients and servers are on separate systems 101 , but a given system 
101 may indude both clients 107 and servers 131. a server may have many dients, and the server and its 

so clients may be on the same or different systems. Further, one server process 131 may be a client process 
1 07 for another server process 131. 

Server 131(a) provides three services 116 named A. B, and C to dient 107; the services appear in FIG. 1 
as service A 116(1 ). service 3 116(2). and service C 116(3). There is service code 117 corresponding to each 
service 116. Code 117(1) for service A 116(1) is located on file system 103(c); code 117(2) for service B 116(2) 

w is located on file system 103(b); code 11 7(3) for service 116(3) is located on file system 103(d). Furthermore, 
file system 103(a) has a copy of the code for each of services 117(1..3). As will be explained in more detail 
later, service code 117 indudes code to be executed by a caller (client 107 or a server 131 operating as client 
107's agent) and a callee (the server 131 which actually performs the service). Client 107 is able to locate 
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server 131(a) by means of server list 1 1 8(a) in file system 103(a). Server list 1 1 8(a) has an entry for each server 
131 which is accessible to client 107. The entry includes the name of the server 131 and the name of a system 
where server 1 3 1 is located. The system name is part of the system name space of computer system 1 0 1 upon 
which client 1 07 is running. Since the system name is part of the system name space of computer system 101 . 
computer system 101 can use the information in the entry to establish communications between client 107 
and the server 131 . As will be explained in more detail below, servers 131 are also accessible from other ser- 
vers 131, and the file system for a given server 131 contains a server list 118 which lists the servers 131 ac- 
cessible from that server 131. 

Server 131(a) provides a server namespace 1 33 to dient 1 07 and to other servers 131. Server namespace 
1 33 contains a name for every service 116 which server 131(a) provides to client 107 or to another server 131 . 
Server 1 31(a) can either provide the service 116 itself or forward the client 107's request for the service 116 
to another server 131. which then provides the service 116. If server 131(a) provides the service itself, server 
namespace 133 establishes a correspondence between the name of the service and a copy of code 117 for 
the service which is in system 101(c). If another server, say 131(b). provides the service 116. server name- 
space 1 33 for server 1 31 (a) additionally establishes a correspondence between the name of the service 116 
and its name in the namespace 133 for server 131(b). In FIG. 1, service 116(1) has the name A, service 116(2) 
has the name B, and service 116(3) has the name C. In a preferred embodiment, server 131(a) organizes the 
names in server namespace 133 into a hierarchy 109 of names, with V representing the root of hierarchy 109. 
Client 107 can specify a service 116 provided by server 131(a) by means of a service pathname which has 
the following form: 

<computer_system_name>/<server_name>/<service_name> 
Thus, if server list 1 1 8(a) indicates that server 1 3 1 (a) has the name dcs and is on the system called condor, 
client 107 can specify service A by means of the service pathname /condor/dcs/A. Similarly, the other servers 
1 31 provide server namespaces 133 (not shown in FIG. 10) to the clients and servers to which they make ser- 
vices available. 

In a preferred embodiment, client 107 executes a service 116 by executing the callee portion of service 
code 117 for the service 116. That portion of service code 117 117 contains a ServiceCaJI <path_ptr>, 
<arg_ptr> <result> function which calls service 116 in server 131(a). The arguments for the function are a 
pointer to a character string which is the service pathname of the service, a pointer to a list of arguments, and 
a buffer for the result of the service call. If dient 1 07 uses ServiceCall to indicate to server 1 31 (a) that it wishes 
to be provided with service 116 B, then the pathname pointed to by the first variable is /condor/dcs/B. 

Execution of ServiceCall by dient 107 results in a message being sent to system 101(c) which specifies 
server 131(a) as its destination and contains the name of service 116 B and the arguments. When server 
131(a) receives the message, it uses the service pathname to look up the service in server namespace 133. 
If the service is to be executed by server 1 31(a). server namespace 133 contains the information server 131(a) 
needs to execute the service; if it is to be executed by another server 131 . server namespace 1 33 contains a 
link pathname, that is. the service pathname for the service in the server namespace 133 belonging to the 
other server 131. 

When server 1 31 (a) is to provide the service, server 131 (a) simply executes the portion of code 117 which 
is to be executed by the callee and returns a message with the results to dient 107, which then completes 
execution of the part of code 117 which is to be executed in dient 107. If another server 131 is to provide the 
service, server 1 31(a) executes the portion of code 117 which is to be executed by the caller, but uses the link 
pathname provided by server namespace 133 in ServiceCall along with the arguments which server 131(a) 
received from dient 107. In the case of service B. server namespace 133 indicates that the service 116 is pro- 
vided by server 131(b) on system 101(b). so the message produced by ServiceCall is forwarded to server 
1 31 (b), which executes the callee portion of service code 1 1 7 as just described. The result message is returned 
to server 131(a). which in turn returns it to dient 107. As is apparent from the foregoing, the message produced 
by the invocation of ServiceCall in client 107 may be forwarded any number of times. 

4.2 Service Code 117: FIG. 2 

Each service 116 is defined by service code 117; as indicated above, each dient 107 which can request a ser- 
vice 116 has access to a copy of service code 117 for the service 116; similarly, each server 131 which can 
provide the service 116 has access to a copy. If dient 107 and server 131 are in the same system 101. they 
both may use the same copy of service code 117. In a preferred embodiment, service code 117 used by client 
107 is statically linked to the code executed by dient 107 which calls the service 116 implemented by service 
code 117. Service code 117 used by server 131 may be statically linked, or it may also be dynamically linked, 
as will be described in more detail below. Dynamic linking of service code 117 permits services 116 to be added 
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(3) Methods and apparatus for making and using distributed appJications. 



) A client-server system for which applications 
programmers may easily write services and in 
which a relationship between a server and a 
service may be changed without halting the 
server. Both client and server have access to 
copies of code for the service. The code has two 
parts : a caller portion which requests a service 
and a callee portion which executes the service. 
State variables in the dient process and the 
server process determine which portion of the 
code is executed. This mechanism permits a 
server to forward execution of the service to 
another server. The code for the service is 
written using a template which relieves the 
applications programmer of the need to write 
specialized code. The server provides the dient 
with a server namespace which is distinct from 
the server's system namespace. The dient can 
locate a service by means of a service pathname 
in the system namespace. The server further 
provides the dient with namespace manipu- 
lation services which permit the dient to add 
services to and remove services from a server 
and otherwise to manipulate the server names- 
pace without halting the server. 
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1 Background of the Invention 

1.1 Field of the Invention 

The invention concerns data processing systems generally and more particularly concerns techniques for mak- 
ing applications programs to be executed in distributed computing systems and executing such programs. 

1.2 Description of the Prior Art 

Modern computer systems are often distributed, that is, the system is made up of a number of computers which 
are connected by a network. Each computer is capable of operating independently, but many tasks require 
the cooperation of several computers. For example, in many such systems, a first process running on one of 
the computers executes a program which controls a large disk drive; when a second process on another of 
the computers executes a program which needs a copy of a file on the disk drive, the second process requests 
that the first process send it the copy via the network. 

One way in which processes running in a distributed system may cooperate is as clients and servers. Ser- 
ver processes perform services for client processes. To have a service performed, the client process sends 
a message requesting the service to the server process; the server process then performs the service and 
returns a message with the result to the client process. Thus, in the above example, the second process is a 
file server process, the first process is a client of the file server process, and the service is providing a coov 
of a file. 

A simple model for communications between clients and servers is the remote procedure call. In this mod- 
el, the client calls a service in the server in the same way in which it would call a procedure which it executes 
itself, that is. the client ceases executing the procedure from which it made the call, executes the called pro- 
cedure, and continues execution of the calling procedure on return from the call. In the same way. the process 
which makes the remote procedure call ceases executing the procedure which made the call. However, since 
the service is remote, the call turns into a message to the server. The server then executes the service spe- 
cified in the message and returns a message with the result to the client. When the dient receives the message 
with the result it resumes execution of the procedure which made the call. 

While the client-server model for cooperating processes and the remote procedure call are both widely 
accepted in the computer arts, it remains difficult for the ordinary applications programmer to write programs 
using the model. There are several sources for the difficulty. First, there are the complexities of communication. 
For example, the messages sent through the communications system often have representations of the data 
which are different from those used in the client and the server, consequently, data must be encoded and de- 
coded each time a message is sent. 

Second, there are the complexities of identifying the service remotely. The dient and the server are dif- 
ferent processes, and they may be running on different computer systems. When this is the case, each process 
may have a different environment for names representing entities such as files. Such environments are termed 
herein namespaces. When the dient and the server have different namespaces, the dient must know the name 
for the service in the server's namespace. 

Third, there are the complexities of binding, that is, relating the name of a service to the code for the ser- 
vice. The binding may be done statically, that is, it cannot be changed once the object code for the server has 
been produced, or it may be done dynamically. In the second case, the binding may be done when the server 
begins execution or during execution. Binding during execution is the most complex kind of binding, but also 
the most useful, since it permits addition of services to and removal of services from a running server. It thereby 
becomes possible to maintain services in a server without shutting the server down. 

Fourth, there are the complexities of service location. In order to achieve a higher degree of fault tolerance 
or to balance system load, it is often useful to be able to have different servers execute the service for the 
client at different times. However, this needs to be a done in a way which requires no change in the way the 
client calls the service. 

These complexities of communications, naming, binding, and location have at least two unfortunate con- 
sequences: first, they leave the applications programmer with the the choices of making do with a set of pre- 
defined services which are provided by the operating system or undertaking the enormous effort required to 
write a dient-server system from scratch. Second, even if the applications programmer does undertake the 
required effort, the result is usable only on the systems for which it is written. What is required, and what the 
techniques disclosed herein provide, is a way of implementing services which is no more difficult than imple- 
menting an ordinary function and which produces reusable implementations. 
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